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Discussion

At SA2 #129 an attempt was made to conclude on key issue #1 with a hybrid approach using Vendor Capability ID and PLMN specific capability ID – however it was not possible to reach such a conclusion as several participants felt that the HASH approach was superior and using the HASH as the PLMN ID failed to include the benefits of the HASH.
Two compromises were described at the meeting; in case one the PLMN specific ID (on a network implementation basis) could be the HASH value suggested by solution #3; in an alternative case the Vendor Capability ID could be the HASH.  Both proponents of the approaches presented the advantages of these approaches, but no agreement was reached.

Following the meeting I realized that a third hybrid approach, utilizing both Vendor ID at HASH in the initial request, may be possible.  This solution is described here to facilitate discussion.

It was noted that some participants did not want to divorce the conclusion of KI#1 from the discussion of KI#2 and KI#3; thus, I attempt to present the solution to address all three KI’s.

Additionally, this solution uses NAS interactions between the AMF and the UE to retrieve the UE’s RAN capability profile for a given ID/HASH.  This moves this interaction to after the Authentication/Cyphering step of registration, thus the signalling exchange receives integrity (and privacy) protection for the capability that may be subsequently used for other device access.

Proposal
It is proposed to add the following solution to TR 23.743 (all new text):

**** Start of Change ****

6.X
Solution #X: Hybrid Vendor ID + HASH, with NAS capability retrieval
6.X.1
Introduction
This is a hybrid solution, it addresses KI #1, KI#2, and KI#3, incorporating the aspects from several solutions.
For KI#1 it combines the capability ID from solution #1 with the HASH from solution #3

For KI#2 it uses the procedures from solution #2 with the addition of the HASH parameter in solution #3, thus the database is part of the AMF, which is then distributed to the RAN accordingly (as UE’s access the RAN).
For KI#3 it uses a NAS based retrieval of the UE capabilities, with the AMF calculating the HASH from solution #3 to associate the RAN capabilities.
For KI#3 for the vendor capability ID, this solution uses implementation specific OAM procedures to pre-populate the translation dictionary in the AMF.  Alternatively, a stand-alone NF may store the translation dictionary – however details of this are not described.
6.X.2
Functional Description

This solution proposes to use both manufacturer specific UE capability ID (or multiples associated with different capabilities), and a corresponding HASH calculated from the capabilities.  The UE may support one or more manufacturer ID’s associated with different capabilities; if the UE supports multiple IDs, then each of these there will require corresponding HASH.

As part of RAN broadcast information, it is indicated if the network supports ID based capability matching.  

When a UE supporting this feature, detects a network that also supports the feature, it communicates to the network and communicates one of its manufacturer capability ID’s and the corresponding HASH (associated with this ID).

If the RAN matches the manufacturer ID it uses the capabilities associated with that ID, if there is no match to the manufacturer ID, the RAN uses the HASH, if there is no match to the HASH the RAN requests the AMF to supply any stored info.  If the AMF has a match to the manufacturer ID, it responds with the according capabilities, if the AMF has a match to the HASH it responds with the according capabilities, if it matches neither it responds without any capabilities, triggering the RAN to request data from the UE.
If the AMF does not supply the capability data in the response, then NAS procedures retrieves the information from the UE and calculates the corresponding HASH.  The AMF stores this capability, along with the HASH it calculated, and uses this in subsequent communications, as well as sending this to the RAN for use with UE.
If the AMF is part of a cluster it may use the UDSF to distribute the HASH/capability data to other AMF’s in the cluster.
The manufacturer RAN capabilities and associated mapping to manufacturer capability ID’s are provided to the AMF via implementation specific OAM procedures, and are not expected to require 3GPP standardization.

A UE that has no manufacturer configured ID may use either a Null or default ID and the corresponding HASH (the network would then only use the HASH value to match the UE to capabilities).
6.X.3
Procedures

6.X.3.1
Registration procedure


[image: image1.emf] 

New  AMF   AUS F   SMF  

(R)AN  

UE  

4   Namf_Communication_UEContextTransfer  

1.  Registration  Request  

PCF  

2. AMF selection  

3 . Registration  Request  

Old  AMF  

6. Identity Request  

7. Identity Response  

8. AUSF selection  

9.   Authentication/Security  

1 1 . Identity Request/Response  

EIR  

1 2 .  N5g - eir_ EquipmentIdentityCheck _Get  

1 3 .   U DM selection  

1 5 . PCF selection  

1 6 . AM   Policy Association Establishment during Registration  

2 1 . Registration Accept  

2 2 . Registration Complete  

UDM  

1 7 .   Nsmf_PDUSession_UpdateSMContext /       Nsmf_PDUSes sion_ReleaseSMContext  

10.  Namf_Communication_   RegistrationCompleteNotify  

5 Namf_Communication_UEContextTransfer   response  

N3IWF  

1 8 . N2  AMF Mobility   Request  

19 . N2  AMF Mobility Response  

14 d . Nudm_U CM _ Deregistration Notify  

14a. Nudm_UECM_Registration  

14b. Nudm_S DM _Get  

14c. Nudm_SDM_Subscribe  

14 e . Nudm_SDM_Unsubscribe  

 

2 0 .  AMF - Initiated  AM  Policy Association  Termination  

 

2 3 .  Nudm_SDM_Info  


Figure 6.2.4.1-1: Registration procedure (same as TS 23.502 [2] Figure 4.2.2.2.2-1)

1.
UE to (R)AN: AN message (AN parameters, Registration Request (Registration type, SUCI or 5G-GUTI or PEI, last visited TAI (if available), Security parameters, Requested NSSAI, [Mapping Of Requested NSSAI], UE 5GC Capability, PDU Session status, List Of PDU Sessions To Be Activated, Follow on request, MICO mode preference, Requested DRX parameters, UE support of Request Type flag "handover" during the attach procedure) and the list of PSIs).


The AN parameters may also include a UE Capability ID and a HASH.
NOTE 1:
The UE Capability ID can be included if the Registration type indicates Initial Registration or Mobility Registration Update.

3.
(R)AN to new AMF: N2 message (N2 parameters, Registration Request (as described in step 1) and UE access selection and PDU session selection information).


The N2 parameters also include the UE Capability ID, and HASH if they were provided by UE in step 1.

     When there is no UE radio capabilities corresponding to the UE capability ID, or HASH, in the RAN, the N2 parameters also includes an indication that the UE radio capabilities is not available.
11.
[Conditional] new AMF to UE: Identity Request/Response (PEI).


If the UE Radio Capability ID, and HASH, was included in step 3 the AMF uses the UE Capability ID to determine the explicit UE Radio Capability based on preconfigured mapping information.

When there is no UE radio capabilities corresponding to the UE Capability ID in the AMF, the determination of the UE Radio Capability may involve a query to a stand-alone NF that stores the translation dictionary.  If the stand-alone NF is not used, or the response indicates no match, the AMF uses the HASH to determine the explicit UE Radio Capability based on earlier determined capabilities from another UE with the same HASH.
If the determination of the UE Radio Capability is successful the AMF stores the UE Capability ID or the HASH (according to whichever matched), and optionally the UE Radio Capability in the UE context, overwriting any existing stored values.
If the HASH and UE Capability ID are not matched the AMF requests the UE to supply the corresponding UE Radio Capability (see 6.X.3.3).
21.
New AMF to UE: Registration Accept (5G-GUTI, Registration Area, Mobility restrictions, PDU Session status, Allowed NSSAI, [Mapping Of Allowed NSSAI], [Configured NSSAI for the Serving PLMN], [Mapping Of Configured NSSAI], Periodic Registration Update timer, LADN Information and accepted MICO mode, IMS Voice over PS session supported Indication, Emergency Service Support indicator, Accepted DRX parameters, Network support of Interworking without N26).


If the UE Radio Capability is available in the AMF, the UE Radio Capability is provided to NG-RAN by AMF, the HASH or capability ID it matches, and an indication that the UE radio capabilities is not available as received in step 3, as part of the UE context in this step.
Editor's note:
It is FFS whether there is a benefit in sending the UE Radio Capability to NG-RAN earlier in this call flow.
6.X.3.2
UE Triggered Service Request
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Figure 6.2.4.2-1: UE Triggered Service Request procedure (same as TS 23.502 [2] Figure 4.2.3.2-1)

12.
AMF to (R)AN: N2 Request (N2 SM information received from SMF, security context, AMF Signalling Connection ID, Handover Restriction List, Subscribed UE-AMBR, MM NAS Service Accept, list of recommended cells / TAs / NG-RAN node identifiers).


If the UE Radio Capability is available in the AMF, the AMF adds the UE Radio Capability (including indication if it relates to HASH or manufacturer ID) in the N2 Request message to the (R)AN nodes.

6.X.3.3
AMF retrieval of UE Radio Capability

If during a procedure the AMF determines it does not have the UE capabilities for the specific device it is communicating with, it needs to retrieve the appropriate capabilities from the UE.  The following NAS procedure is used to retrieve the UE’s RAN capabilities.
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Figure 6.X.3.3-1: AMF retrieval of UE Radio Capability via NAS

1.
AMF requests UE to send the UE Radio capabilities according to the Capability ID/HASH

2.
UE responds with the corresponding UE Radio capabilities

3.
AMF calculates the HASH corresponding to the UE Radio capabilities received, and stores both for subsequent use.

6.X.4
Impacts on existing entities and interfaces
Impacts to UE:

· UE needs to support storage of manufacturer capability ID and corresponding HASH.

· UE may need to calculate HASH of current capabilities (HASH may be pre-configured by manufacturer).

· UE needs to support updated procedures.

· UE needs to support new NAS retrieval of UE capability procedure.

· UE needs to recognize a RAN broadcast flag, that the Capability ID based RAN optimization is supported, before using updated and new procedures.

Impacts to RAN:
· RAN needs to support the updated procedures.
· RAN needs to support a broadcast indicator that the Capability ID based RAN optimization is supported.
· RAN needs to be able to store association between manufacturer ID and RAN capabilities, and to store association between HASH and RAN capabilities

Impacts to AMF:

· AMF needs to support new OAM procedures to pre-configure manufacturer ID, and capability mapping.

· AMF needs to support updated procedures.

· AMF needs to support the NAS based retrieval of UE capabilities, including calculation of the HASH.

· AMF needs to be able to store association between manufacturer ID and RAN capabilities, and to store association between HASH and RAN capabilities

· Optionally, AMF may need to support stand-alone NF for translation dictionary.

· Optionally, AMF may need to support UDSF for cross-cluster synchronization of capability data.

6.X.5
Evaluation
This solution incorporates aspects of Solution #1, Solution #2, and Solution #3, and therefore the evaluations of those solutions is also relevant here.
However, the following is applicable to this solution:

· There is no need for a real-time AF synchronization with centralized administration databases, however such functionality could be specified later if operational requirements indicate such functionality is beneficial.

· The “self-learning” capability of this solution is similar to solution #3, and thus similar protection is obtained verses malicious devices to pre-emptively populate the database with incorrect mapping between HASH and UE Radio Capabilities.
· Operators are free to choose between a pre-configured capability translation dictionary, a pure self-learning translation dictionary, or any combination between the two extremes.

· UE Radio Capabilities dictionary can be provided by AMF, or optionally a stand-alone NF in the core.

· Once the network has “self-learnt” the UE Radio Capability of a device type with a specific HASH, subsequent devices (of the same type) using the same HASH don’t have to send duplicate UE Radio Capability information to the network saving RAN and CN bandwidth and processing.

· Potential, clashes with HASH duplication are avoided with use of manufacturer capability ID – furthermore when a duplication is detected the operator can pre-configure the offending manufacturer ID’s with their corresponding translation dictionary manually to avoid the HASH clash in the future.

**** End of Change ****
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